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ABSTRACT

Background: Digital investigations increasingly demand access to vast quantities of personal data, yet
international human rights law, data protection regimes, and emerging Al regulation impose stringent
constraints on how such data may be collected, processed, analysed, and shared across jurisdictions. The
prevailing investigative paradigm treats privacy protection as a procedural constraint external to the
investigation process rather than an architectural principle embedded within it. This paper argues that this
paradigm is both legally inadequate under contemporary regulatory frameworks and technically unnecessary
given advances in privacy-enhancing technologies (PETS).

Contribution: The paper proposes the Human Rights by Design (HRbD) Framework, which reconceptualizes
OSINT/SOCMINT investigation architecture by embedding privacy-preserving technologies at every
operational phase. The framework integrates homomorphic encryption (enabling computation on encrypted
evidence without decryption), pseudonymization and data masking (protecting non-essential identifiers),
secure multi-party computation (enabling collaborative cross-border analysis without raw data sharing), zero-
knowledge proofs (proving evidentiary facts without revealing underlying data), and blockchain-based chain
of custody (providing immutable, tamper-proof evidence provenance). The HRbD Framework further
establishes comprehensive Al governance protocols addressing algorithmic bias, explainability requirements,
and human oversight obligations for Al-assisted investigative analytics.

Methodology: Employing techno-legal design science methodology, the research synthesizes cryptographic
computer science, international human rights jurisprudence, comparative data protection analysis (GDPR,
CCPA, LGPD, DPDPA, APPI, POPIA), Al regulatory frameworks (EU Al Act, NIST Al RMF, UNESCO
Recommendation), and cybercrime treaty instruments (UN Cybercrime Convention 2024, Budapest
Convention) to construct an operationally viable architecture for privacy-preserving investigation.

Conclusion: Privacy-preserving investigation is not merely an ethical aspiration but a technically achievable,
legally mandated, and judicially recognizable paradigm. The HRbD Framework demonstrates that
multinational corporations can conduct effective OSINT/SOCMINT investigations while maintaining full
compliance with the most stringent data protection regimes, respecting fundamental human rights, and
producing evidence that satisfies emerging judicial standards for cryptographically-assured integrity.

Keywords: Human Rights by Design; Privacy-Enhancing Technologies; Homomorphic Encryption;
Pseudonymization; Blockchain Chain of Custody; Al Governance; Al Ethics; Data Protection; GDPR; EU Al
Act; Zero-Knowledge Proofs; Secure Multi-Party Computation; Federated Learning; Data Masking;
Cybercrime Investigation; OSINT; SOCMINT; Judicial Innovation; Data Breach Prevention; Digital
Evidence Integrity.
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Annex A: HRbD Compliance Checklist

» Privacy-preserving technology deployed at collection phase (HE/pseudonymization/masking)
» Blockchain evidence anchoring implemented with public chain timestamping

» Automated DPIA generation for each intelligence requirement

» Proportionality calculus configured with jurisdiction-specific thresholds

» Al governance framework implemented with HITL for evidentiary decisions

»  Multi-party decryption authorization with segregated key management

» Smart contract compliance gates operational for all processing activities

» Automated retention enforcement with cryptographic destruction capability

Annex B: Privacy-Preserving Technology Selection Matrix

» Pattern matching on encrypted data — Homomorphic Encryption (CKKS/BFV scheme)
»  Cross-border joint analysis — Secure Multi-Party Computation

» Statistical trend detection — Differential Privacy (epsilon calibrated to severity)

» Distributed model training — Federated Learning with DP gradients

» Proving facts without revealing data — Zero-Knowledge Proofs (zk-SNARKS)
 ldentity de-linking — Pseudonymization (Level 2: keyed hash)

* Non-essential field protection — Irreversible Data Masking

» Evidence integrity assurance — Blockchain (Hyperledger Fabric + public anchoring)

Annex C: Model Blockchain Evidence Certificate

» Certificate ID: [Unique blockchain transaction reference]

» Evidence Hash (SHA-3-256): [Cryptographic hash of evidence item]

» Collection Timestamp: [ISO 8601 timestamp from blockchain record]

» Collecting Entity: [Organizational identifier of collecting unit]

» Legal Basis: [Reference to authorization document recorded on-chain]

» Integrity Status: [Verified/Unverified — blockchain consensus state]

»  Public Anchor: [Bitcoin/Ethereum transaction ID containing Merkle root]

» Verification Instructions: [Steps for independent cryptographic verification]

Annex D: Abbreviations

» ABE - Attribute-Based Encryption

* Al RMF - Al Risk Management Framework (NIST)
» DPIA - Data Protection Impact Assessment

*  FHE - Fully Homomaorphic Encryption

* FL - Federated Learning

» GDPR - General Data Protection Regulation

* HE - Homomorphic Encryption

* HITL - Human-in-the-Loop

* HRbD - Human Rights by Design

* HSM - Hardware Security Module

* PbD - Privacy by Design

» PET - Privacy-Enhancing Technology

*  SMPC - Secure Multi-Party Computation

» ZKP - Zero-Knowledge Proof

* zk-SNARK - Zero-Knowledge Succinct Non-Interactive Argument of Knowledge
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1. Introduction: The Privacy-Investigation Paradox
1.1 The Data Paradox in Digital Investigations

Contemporary cybercrime investigation operates within an irreconcilable paradox: effective detection and
prosecution of digital offences requires access to precisely the category of data that privacy law most
stringently protects. Personal communications, location histories, financial records, biometric identifiers,
network relationships, and behavioural patterns constitute both the evidential substrate of cybercrime
investigation and the core domain of fundamental privacy rights protected by Article 17 of the
International Covenant on Civil and Political Rights, Article 8 of the European Convention on Human
Rights, and comprehensive data protection legislation across all major jurisdictions.

The traditional response to this paradox has been a balancing exercise: investigators access personal data
subject to procedural safeguards (warrants, proportionality assessments, oversight mechanisms) that are
external to the investigative process itself. The data is collected in its raw, unprotected form; privacy
protection is achieved through legal constraints on who may access it and for what purpose. This
paradigm, which may be termed Privacy as Procedural Constraint (PaPC), treats data protection as a
limitation on investigative capability rather than a design principle embedded within investigative
architecture.

This paper argues that the PaPC paradigm is fundamentally inadequate for three reasons. First, it provides
no technical assurance against unauthorized access, insider threats, or data breaches within investigation
units themselves. Second, it is architecturally incompatible with the data minimization principle now
mandated by all major data protection frameworks (GDPR Atrticle 5(1)(c), LGPD Article 6(111), DPDPA
Section 6). Third, it creates irresolvable conflicts in transnational corporate investigations where data must
traverse multiple jurisdictional boundaries, each imposing different access restrictions that cannot be
simultaneously satisfied through procedural controls alone.

1.2 From Privacy as Afterthought to Human Rights by Design

The alternative paradigm proposed by this paper, Human Rights by Design (HRbD), reconceptualizes the
relationship between investigation and privacy. Rather than treating privacy protection as an external
constraint that limits investigative capability, HRbD embeds privacy-preserving technologies within the
investigation architecture itself, enabling analytical operations on data without exposing the underlying
personal information. The investigator obtains the intelligence product (pattern identification, anomaly
detection, relationship mapping, attribution analysis) without ever accessing the raw personal data from
which that product is derived.

This reconceptualization is made possible by advances in cryptographic science, particularly
homomorphic encryption (enabling computation on ciphertext), secure multi-party computation (enabling
collaborative analysis across distributed datasets without data pooling), zero-knowledge proofs (enabling
demonstration of factual propositions without revealing the underlying evidence), and differential privacy
(enabling statistical analysis that provably prevents individual identification). Combined with blockchain-
based evidence integrity mechanisms and comprehensive Al governance frameworks, these technologies
enable a fundamentally new investigative architecture that satisfies both investigative effectiveness and
privacy protection as simultaneous design objectives rather than competing constraints.
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1.3 Research Questions and Contribution
This paper addresses four primary research questions:

« RQ1. How can privacy-enhancing technologies be architecturally integrated into
OSINT/SOCMINT investigation workflows to achieve data protection compliance by design
rather than by procedural constraint?

* RQ2: How can blockchain-based distributed ledger technology provide tamper-proof chain of
custody and chain of evidence in transnational digital investigations while respecting data
sovereignty requirements?

* RQ3: What Al governance framework is necessary to ensure that artificial intelligence used in
OSINT/SOCMINT investigations complies with the EU Al Act, respects fundamental rights, and
produces judicially admissible outputs?

« RQ4: How must judicial systems adapt to evaluate and admit evidence produced through privacy-
preserving cryptographic methods, and what model rules can facilitate this judicial innovation?

1.4 Scope: Multinational Corporate Investigations

The framework is designed for multinational corporations conducting OSINT/SOCMINT investigations
across multiple jurisdictions, where the simultaneous application of divergent data protection regimes
(GDPR in the EU, CCPA/CPRA in California, LGPD in Brazil, DPDPA in India, APPI in Japan, POPIA
in South Africa) creates compliance challenges that conventional procedural approaches cannot resolve.
The paper addresses both the technical architecture enabling privacy-preserving investigation and the
legal framework necessary for judicial acceptance of evidence produced through these methods. It does
not address state intelligence operations or classified information handling, which are governed by
separate national security frameworks.

2. Normative Architecture: Intersecting Legal Regimes
2.1 International Human Rights Law

Article 17 of the International Covenant on Civil and Political Rights (ICCPR) provides that no one shall
be subjected to arbitrary or unlawful interference with privacy, and that everyone has the right to legal
protection against such interference. The UN Human Rights Committee General Comment No. 16 (1988)
establishes that surveillance and data processing by both state and non-state actors must satisfy the
requirements of legality (clear legal basis), legitimacy (pursuit of an enumerated legitimate aim), and
necessity (demonstrable proportionality to the aim pursued). Critically, General Comment No. 16
specifies that the gathering and holding of personal information on computers, data banks and other
devices must be regulated by law, establishing a regulatory expectation that technical systems processing
personal data must incorporate legal compliance mechanisms.

Article 8 of the European Convention on Human Rights, as interpreted by the European Court of Human
Rights, requires that any interference with the right to respect for private life must be in accordance with
the law, necessary in a democratic society, and proportionate to the legitimate aim pursued. The Grand
Chamber in Roman Zakharov v. Russia (2015) established that surveillance systems must incorporate
end-to-end safeguards against abuse, including at the stages of ordering, execution, and subsequent use
of intercepted material. This end-to-end safeguard requirement directly supports the HRbD proposition:
privacy protection must be embedded at every stage of the investigative architecture rather than applied
selectively at authorization points.
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2.2 Data Protection Regimes

The General Data Protection Regulation (GDPR) establishes the principle of data protection by design
and by default (Article 25), requiring that controllers implement appropriate technical and organisational
measures designed to implement data-protection principles and integrate necessary safeguards into
processing. Recital 78 specifies that this obligation applies at the time of determination of the means for
processing and at the time of processing itself, establishing that privacy-preserving architecture must be
designed into systems from inception rather than retrofitted. The GDPR further mandates data
minimization (Article 5(1)(c)), purpose limitation (Article 5(1)(b)), storage limitation (Article 5(1)(e)),
and integrity and confidentiality (Article 5(1)(f)), collectively creating a technical mandate for privacy-
enhancing technologies in any system processing personal data at scale.

The California Consumer Privacy Act (CCPA/CPRA), Brazil Lei Geral de Protecao de Dados (LGPD), India
Digital Personal Data Protection Act (DPDPA, 2023), Japan Act on Protection of Personal Information (APPI),
and South Africa Protection of Personal Information Act (POPIA) establish comparable obligations adapted
to their respective legal traditions. Critically for multinational investigations, these regimes impose conflicting
data transfer restrictions: GDPR Chapter V requires adequacy decisions or appropriate safeguards for extra-
EU transfers; India DPDPA empowers government blacklisting of jurisdictions; China Personal Information
Protection Law (PIPL) requires security assessments for cross-border transfers; and Russia Federal Law No.
242-FZ mandates data localization. Privacy-preserving technologies offer the only architecturally viable
solution to these conflicting requirements: investigation without data transfer, through computation on locally-
held encrypted data.

2.3 Cybercrime Investigation Frameworks

The United Nations Convention against Cybercrime, adopted by General Assembly Resolution 79/243 on
24 December 2024 and opened for signature in Hanoi on 25 October 2025, establishes the first
comprehensive global treaty framework for cybercrime investigation and cross-border evidence sharing.
Acrticle 23 addresses conditions and safeguards for procedural powers, requiring that each State Party
ensure that the establishment, implementation and application of powers and procedures are subject to
conditions and safeguards provided for under its domestic law, which shall include human rights
protections. Article 24 addresses real-time collection of traffic data, while Article 25 addresses
interception of content data, both subject to proportionality and necessity requirements.

The Budapest Convention system (including the Second Additional Protocol of 2022) provides
complementary mechanisms for expedited preservation and production of electronic evidence. Critically,
both treaty frameworks recognize that investigative powers must be exercised subject to human rights
safeguards, creating a normative imperative for investigative architectures that embed rather than merely
acknowledge privacy protections.

2.4 Al Regulation

The EU Artificial Intelligence Act (Regulation 2024/1689) classifies Al systems used by law enforcement
for the assessment of the reliability of evidence in criminal investigations as high-risk (Annex 11, point
6(d)). High-risk Al systems must satisfy requirements for: risk management (Article 9); data governance
(Article 10); technical documentation (Article 11); record-keeping (Article 12); transparency (Article 13);
human oversight (Article 14); accuracy, robustness, and cybersecurity (Article 15). For corporate
OSINT/SOCMINT operations employing Al-assisted analytics, these requirements mandate
comprehensive governance frameworks governing model selection, training data quality, bias testing, and
deployment monitoring.
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The NIST Al Risk Management Framework (Al RMF 1.0, 2023) provides complementary guidance
through its four functions: Govern, Map, Measure, and Manage. The UNESCO Recommendation on the
Ethics of Artificial Intelligence (2021) establishes principles of proportionality, safety, fairness,
sustainability, privacy, human oversight, transparency, responsibility, and accountability applicable to Al
deployment in investigative contexts. Together with the OECD Al Principles (2019), these instruments
create a comprehensive normative framework requiring that Al in investigations is explainable, auditable,
non-discriminatory, and subject to meaningful human oversight.

2.5 The Regulatory Collision Problem

For multinational corporations, the simultaneous application of cybercrime investigation powers, data
protection obligations, Al regulation, and human rights constraints creates regulatory collisions that are
unresolvable through procedural means alone. A corporate investigation spanning the EU, US, India, and
Brazil simultaneously engages: GDPR transfer restrictions (prohibiting unrestricted data movement to
India or US absent appropriate safeguards); DPDPA localization requirements (requiring certain Indian
data to remain in India); LGPD proportionality obligations (requiring justification for each processing
activity); CCPA consumer rights (potentially enabling investigation targets to request deletion of relevant
data); and EU Al Act high-risk requirements (imposing governance obligations on any Al tools used in
the investigation). Privacy-preserving technologies resolve this collision by enabling investigative
analysis without data transfer, computation without decryption, and evidence production without exposure
of non-essential personal information.

3. Privacy-Preserving Technologies for Investigation
3.1 Homomorphic Encryption: Computing on Encrypted Evidence

Homomorphic encryption (HE) enables computation on ciphertext, producing encrypted results that, when
decrypted, correspond to operations performed on the plaintext. This capability is transformative for digital
investigations: analysts can execute queries, pattern matching, and statistical analysis on encrypted datasets
without ever accessing the underlying personal data. Fully Homomorphic Encryption (FHE), as demonstrated
by Gentry (2009) and subsequently implemented in libraries including Microsoft SEAL, IBM HELIb, and
TFHE, supports arbitrary computation on encrypted data, enabling complex analytical operations without
decryption.

In the OSINT/SOCMINT investigation context, homomorphic encryption enables: (i) encrypted search
across social media datasets, identifying matches against target identifiers without exposing the broader
dataset; (ii) encrypted link analysis, computing relationship graphs between encrypted entity identifiers;
(iii) encrypted timeline reconstruction, establishing temporal sequences from encrypted timestamp data;
(iv) encrypted financial analysis, computing transaction patterns without exposing individual transaction
details; and (v) encrypted geospatial analysis, computing proximity and movement patterns from
encrypted location data. The investigator receives analytical results (matches found, patterns identified,
anomalies detected) without access to the personal data from which these results are derived.

Current practical limitations include computational overhead (FHE operations remain 10,000-1,000,000x
slower than plaintext equivalents) and ciphertext expansion (encrypted data occupies significantly more
storage than plaintext). However, recent advances in bootstrapping efficiency (particularly the CKKS
scheme for approximate arithmetic and the BFV scheme for exact integer computation) have reduced the
performance gap substantially. Partial Homomorphic Encryption (PHE) and Somewhat Homomorphic
Encryption (SHE) offer more immediate operational viability for specific investigative operations
requiring only addition or limited multiplication operations.
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3.2 Pseudonymization: Reversible De-identification for Lawful Processing

Pseudonymization, defined by GDPR Atrticle 4(5) as processing personal data in such a manner that the
data can no longer be attributed to a specific data subject without the use of additional information,
provides a technically straightforward privacy-preserving mechanism for investigative data handling. The
GDPR explicitly recognizes pseudonymization as a safeguard (Recital 28-29) that can reduce risks to data
subjects and help controllers and processors meet their data-protection obligations, including as a measure
satisfying the data protection by design requirement of Article 25.

In investigative contexts, pseudonymization enables: separation of identifying information from analytical
content, allowing analysts to work with case data without knowing the identities of involved persons until
re-identification is specifically authorized; compartmentalization of access, where different investigative
team members can access different pseudonymized datasets without any individual having access to the
complete picture; audit trail privacy, where investigation records document analytical steps without
permanently recording the identities of non-relevant persons encountered during investigation; and cross-
border transfer compliance, where pseudonymized data may satisfy certain transfer mechanism
requirements by reducing the identifiability of transferred information.

The HRbD Framework implements a tiered pseudonymization architecture: Level 1 (Operational
Pseudonymization) applies token-based identifier replacement for routine analytical operations; Level 2
(Enhanced Pseudonymization) applies cryptographic pseudonymization using keyed hash functions with
segregated key management; and Level 3 (Forensic Pseudonymization) applies format-preserving
encryption enabling analysis on pseudonymized data while maintaining data format compatibility with
investigative tools. Re-identification requires multi-party authorization involving both the investigation
lead and an independent data protection function, with full audit logging of every re-identification event.

3.3 Data Masking and Tokenization

Data masking irreversibly obscures non-essential data fields, enabling investigators to work with datasets
containing only the information relevant to the investigation while permanently removing extraneous
personal data. Unlike pseudonymization, masked data cannot be reversed, providing stronger privacy
protection for information that is definitively not required for the investigation. Tokenization replaces
sensitive data elements with non-sensitive substitutes (tokens) while maintaining referential integrity,
enabling relational analysis across datasets without exposing the underlying sensitive values.

Investigative applications include: masking of non-relevant personal fields in collected OSINT datasets
(e.g., removing family member names, medical references, and political opinions from social media
captures where only financial activity is relevant); tokenization of account identifiers enabling cross-
platform transaction analysis without exposing actual account numbers; and partial masking of
communication content, retaining metadata (timing, participants, frequency) while obscuring substantive
content where only communication patterns are investigatively relevant. The HRbD Framework mandates
masking assessment at the collection phase, determining which data fields are essential to the investigative
objective and applying irreversible masking to all non-essential fields before any analytical processing
occurs.

3.4 Differential Privacy: Statistical Analysis Without Individual Exposure

Differential privacy, formalized by Dwork (2006), provides a mathematical framework for ensuring that
statistical analyses of datasets do not reveal information about any individual member of the dataset. A
mechanism satisfies epsilon-differential privacy if the probability of any output is approximately the same
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whether or not any individual record is included in the dataset. This property ensures that participation in
an investigated dataset cannot be inferred from the analytical outputs, protecting innocent individuals
whose data may be co-located with relevant evidence.

In OSINT/SOCMINT investigations, differential privacy enables: aggregate pattern analysis across social
networks (identifying structural anomalies without identifying specific individuals contributing to those
patterns); statistical profiling of communication behaviours (establishing baselines and deviations without
individual attribution); demographic and geographic trend analysis (identifying concentration patterns without
identifying individual subjects); and temporal activity analysis (identifying timing patterns without attributing
specific activities to individuals). The privacy budget (epsilon parameter) is set based on proportionality
assessment: more privacy-invasive investigations (serious crime) may justify lower epsilon values (more
analytical precision) while less serious investigations require higher epsilon values (stronger individual
protection).

3.5 Secure Multi-Party Computation

Secure Multi-Party Computation (SMPC) enables multiple parties to jointly compute a function over their
combined inputs while keeping those inputs private to each party. In transnational investigations, SMPC
enables: (i) collaborative analysis between investigation teams in different jurisdictions without requiring
either party to transfer raw data to the other; (ii) joint pattern matching across datasets held in different
countries subject to different data localization requirements; (iii) collaborative sanctions screening where
multiple financial institutions verify a common target without revealing their respective customer
databases to each other; and (iv) cross-border identity resolution where multiple identity databases are
computationally compared without any single party accessing the others.

SMPC protocols (including garbled circuits, secret sharing, and oblivious transfer) have achieved
practical efficiency for many investigative operations. The HRbD Framework implements SMPC for
cross-border evidence correlation: rather than transferring evidence from Jurisdiction A to Jurisdiction B
(potentially violating Jurisdiction A data transfer restrictions), both jurisdictions retain their evidence
locally while executing a joint computation protocol that produces the analytical result (match/no-match,
correlation strength, temporal overlap) without either party accessing the other raw data.

3.6 Zero-Knowledge Proofs

Zero-Knowledge Proofs (ZKPs) enable a prover to demonstrate the truth of a statement to a verifier
without revealing any information beyond the truth of the statement itself. In the investigative context,
ZKPs enable an investigator to prove to a court that certain facts are true (e.g., that a particular entity
appears in a specific dataset, that a transaction exceeds a threshold, that two identifiers are linked) without
revealing the underlying dataset, the specific transaction details, or the method by which the linkage was
established. This capability directly addresses the tension between evidentiary sufficiency (the court needs
to be satisfied that the fact is proven) and data minimization (the court and other parties should not access
unnecessary personal data).

Practical ZKP applications in investigations include: proving that a target individual appears on a
sanctions list without revealing which list or the full list contents; proving that financial transactions
exceed reporting thresholds without revealing exact amounts; proving that communication frequency
between two parties exceeds normal baseline without revealing communication content; and proving that
a social media account is linked to a known identifier without revealing the method of linkage or the
broader network analysis. The emergence of efficient ZKP systems (zk-SNARKS, zk-STARKS,
Bulletproofs) has made these applications computationally viable for operational deployment.
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3.7 Federated Learning

Federated Learning (FL) enables training of machine learning models across decentralized datasets
without centralizing the data. In the investigative context, FL enables: development of fraud detection
models across multiple corporate entities without any entity sharing its customer data with others; training
of anomaly detection algorithms across multi-jurisdictional datasets subject to conflicting data
localization requirements; and collaborative pattern recognition across intelligence datasets held by
different agencies or corporate units in different jurisdictions.

The HRbD Framework implements FL for OSINT/SOCMINT pattern detection: rather than centralizing social
media data from multiple geographic regions (potentially violating multiple data localization and transfer
restrictions), local models are trained on locally-held data, with only model parameters (gradients, weights)
shared between nodes. The global model improves through aggregation of local learning without any raw data
leaving its jurisdiction of origin. Differential privacy mechanisms are applied to shared gradients to prevent
model inversion attacks that might reconstruct individual training data from shared parameters.

4. Blockchain-Based Chain of Custody and Chain of Evidence
4.1 Limitations of Traditional Chain of Custody

Traditional chain of custody documentation for digital evidence relies on signed paper logs, access
registers, and procedural compliance attestations. This approach suffers from fundamental limitations in
the digital investigation context: (i) paper records can be falsified, lost, or retroactively modified; (ii) the
integrity of digital evidence containers depends on the integrity of the custodian rather than cryptographic
assurance; (iii) transnational evidence transfers create gaps in custody documentation as evidence moves
between institutional systems with incompatible record-keeping formats; (iv) there is no automated
mechanism to verify that evidence has not been accessed or modified between documented custody
events; and (v) defence challenges to chain of custody integrity require courts to evaluate human
credibility rather than mathematical proof.

These limitations are particularly acute in OSINT/SOCMINT investigations where evidence is: collected
from ephemeral sources that may subsequently change or disappear; processed through multiple analytical
tools each creating derivative products; shared between investigation teams across jurisdictions; and
presented in proceedings potentially years after collection. The HRbD Framework addresses these
limitations through blockchain-based evidence integrity mechanisms providing mathematical rather than
testimonial assurance of evidence provenance and integrity.

4.2 Blockchain Architecture for Evidence Integrity

The HRbD Framework implements a permissioned blockchain (Hyperledger Fabric architecture) designed
specifically for evidence management in multi-jurisdictional investigations. The blockchain records: (i)
cryptographic hashes (SHA-3-256) of all evidence items at moment of collection, creating an immutable
record of original state; (ii) every subsequent access, copy, analysis, or transfer event with timestamp, actor
identity, and purpose documentation; (iii) hash values of all derivative analytical products linked to their source
evidence; (iv) jurisdictional metadata establishing the legal regime under which each evidence item was
collected and processed; and (v) compliance attestations confirming that required legal authorizations were
obtained before each processing activity.

The permissioned architecture ensures that only authorized investigation participants can write to the
ledger, while the distributed consensus mechanism ensures that no single participant can retroactively
modify the record. The blockchain provides mathematical proof that: specific evidence existed at a
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specific time (anchoring); evidence has not been modified since collection (integrity); all access events
are recorded (audit); and proper authorization preceded all processing activities (compliance). This
mathematical proof replaces testimonial chain of custody evidence, eliminating the credibility
vulnerabilities inherent in human attestation.

4.3 Smart Contracts for Automated Compliance Verification

Smart contracts deployed on the evidence blockchain automate compliance verification at each stage of
the evidence lifecycle. Before any processing activity can be executed, the relevant smart contract verifies:
(1) that a valid legal basis exists for the proposed processing (checking against recorded authorizations);
(i) that the proposed processing is within the scope of the original collection authorization (purpose
limitation enforcement); (iii) that data retention periods have not been exceeded (automated deletion
triggers); (iv) that required Data Protection Impact Assessments have been completed and approved; and
(v) that cross-border transfer requirements (adequacy decisions, Standard Contractual Clauses, or
derogations) are satisfied before any transnational evidence movement.

If any compliance prerequisite is not satisfied, the smart contract rejects the processing request and
generates an alert to the data protection function. This automated enforcement eliminates human decision-
making failures: investigators cannot accidentally or deliberately process evidence without proper
authorization because the system architecturally prevents non-compliant operations. The smart contract
logic is itself auditable, transparent, and deterministic, enabling judicial examination of the compliance
rules that governed evidence handling.

4.4 Distributed Hash Anchoring for Evidence Time-Stamping

Evidence time-stamping through distributed hash anchoring provides cryptographic proof that specific
evidence existed at or before a specific time. The mechanism operates by: computing the hash of the
evidence item; bundling multiple evidence hashes into a Merkle tree; anchoring the Merkle root to a public
blockchain (Bitcoin or Ethereum) through a transaction embedding the root hash in an OP_RETURN
output or smart contract event log. The public blockchain timestamp provides externally verifiable proof
of existence that is independent of any investigation participant and resistant to retroactive manipulation
by any party including the investigators themselves.

This mechanism is critical for OSINT/SOCMINT evidence because open-source content is ephemeral:
social media posts are deleted, websites are modified, and digital content disappears. Blockchain time-
stamping at the moment of collection provides irrefutable proof that the evidence existed in its captured
form at the recorded time, regardless of subsequent changes to the source. Courts can verify the timestamp
independently by examining the public blockchain, without relying on the testimony of the collecting
investigator regarding when collection occurred.

4.5 Cross-Jurisdictional Evidence Provenance

The permissioned blockchain architecture enables cross-jurisdictional evidence sharing while maintaining
complete provenance records. When evidence is shared between investigation teams in different
jurisdictions, the blockchain records: the sending jurisdiction, sending authority, legal basis for transfer,
receiving jurisdiction, receiving authority, any conditions imposed on use, and consent or authorization
documentation. The receiving jurisdiction can verify the complete provenance of any evidence item by
querying the blockchain, establishing that it was lawfully collected, properly preserved, and validly
transferred without relying on the sending jurisdiction testimonial assurance.
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For MLAT-facilitated evidence transfers, the blockchain provides the documentary foundation for the
MLAT request: demonstrating to the requested state that evidence was collected lawfully in the requesting
state, preserved with integrity, and that the request satisfies dual criminality and proportionality
requirements. The blockchain record accompanies the evidence as a self-contained proof package,
reducing the documentary burden on central authorities and accelerating MLAT processing timelines.

4.6 Judicial Recognition of Blockchain-Authenticated Evidence

Judicial recognition of blockchain-authenticated evidence is evolving rapidly. China has led adoption: the
Hangzhou Internet Court (2018) and the Beijing Internet Court (2019) have formally recognized
blockchain-stored evidence, and the Supreme People’s Court Provisions on Several Issues Concerning
the Examination and Verification of Electronic Data in Civil Cases (2020) expressly authorizes
blockchain evidence. Italy’s Legislative Decree 135/2018 (Article 8-ter) recognizes that documents stored
through distributed ledger technology have the legal validity of electronic time-stamping. The Vermont
Virtual Currency Act (2018) creates a statutory presumption that facts established through blockchain
records are authentic.

The HRbD Framework anticipates broader judicial adoption by designing the blockchain evidence system
to satisfy traditional authentication requirements (the evidence is what it purports to be) through
cryptographic rather than testimonial means. Expert testimony explaining the blockchain mechanism,
combined with the self-verifying nature of cryptographic proofs, satisfies authentication standards across
common law (Rules 901-902 FRE), civil law (free evaluation principle), and international tribunal (ICC
Rule 63(2)) frameworks.

4.7 Implementation Challenges and Hybrid Models

Challenges to blockchain-based evidence management include: the right to erasure (GDPR Atrticle 17)
potentially conflicting with blockchain immutability (resolved by storing only hashes on-chain, with
actual evidence in off-chain storage capable of deletion while the hash remains as proof of former
existence); scalability limitations for high-volume OSINT collection (addressed through Merkle tree
batching and layer-2 solutions); governance of the permissioned network across jurisdictions with
potentially conflicting interests; and the requirement for judicial education regarding blockchain
technology. The HRbD Framework implements a hybrid model: critical provenance data on-chain
(hashes, timestamps, custody events) with actual evidence content in jurisdictionally-appropriate
encrypted off-chain storage, linked by immutable on-chain references.

5. Al Ethics and Governance in Cybercrime Investigation
5.1 The EU Al Act: High-Risk Classification

The EU Al Act (Regulation 2024/1689) Annex 111 classifies Al systems used in law enforcement contexts
as high-risk, specifically including: Al for individual risk assessment regarding the risk of offending or
reoffending (point 6(a)); Al for polygraphs and similar tools (point 6(b)); Al for evaluation of the
reliability of evidence in criminal investigations (point 6(d)); and Al for profiling of natural persons in
the course of detection, investigation or prosecution (point 6(e)). Corporate OSINT/SOCMINT operations
employing Al analytics for any of these purposes must satisfy the full high-risk requirements regime,
regardless of whether the corporation considers itself a law enforcement actor.

High-risk requirements applicable to investigative Al include: establishment of a risk management system
operating throughout the Al system lifecycle (Article 9); data governance ensuring training data is
relevant, representative, and free from errors (Article 10); technical documentation enabling assessment
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of compliance (Article 11); automatic logging of events during system operation (Article 12);
transparency to users including clear documentation of capabilities and limitations (Article 13); human
oversight measures enabling human intervention and override (Article 14); and accuracy, robustness, and
cybersecurity appropriate to the risk level (Article 15).

5.2 Algorithmic Bias in OSINT/SOCMINT Analytics

Al systems used in OSINT/SOCMINT investigations carry inherent bias risks: training data reflecting
historical enforcement patterns may encode racial, ethnic, or socioeconomic discrimination; natural language
processing models may perform unequally across languages and dialects; facial recognition systems
demonstrate documented performance disparities across demographic groups; and network analysis
algorithms may amplify association-based suspicion against communities with dense social connections. The
HRbD Framework mandates: pre-deployment bias testing across protected characteristic categories;
continuous monitoring of output distributions for demographic skew; mandatory disclosure of known
limitations and performance disparities; and prohibition on deployment of systems with demonstrated
disparate impact absent compelling justification and compensating controls.

5.3 Explainability Requirements for Al-Derived Evidence

Evidence derived from Al-assisted analysis faces a fundamental admissibility challenge: if the analytical
process is opaque (the black box problem), courts cannot assess the reliability of Al-generated conclusions.
The HRDD Framework implements tiered explainability requirements: (i) Technical Explainability:
documentation of the model architecture, training process, validation results, and known limitations, available
for judicial and expert examination; (ii) Operational Explainability: clear documentation of how the Al system
was applied to specific evidence, what inputs were provided, and what outputs were generated, with confidence
scores and uncertainty quantification; (iii) Judicial Explainability: plain-language explanation suitable for non-
technical judicial officers, explaining in accessible terms what the Al system detected and why the result
should be considered reliable.

The framework rejects the proposition that Al outputs can substitute for human analytical judgment. Al-
generated investigative leads must be verified through independent methods before achieving evidentiary
status. Al-assisted pattern identification must be validated by qualified human analysts who can articulate the
basis for analytical conclusions in language accessible to judicial decision-makers. The Al system is a tool
augmenting human capability, not a substitute for human accountability.

5.4 Human Oversight Obligations

The EU Al Act Article 14 requires human oversight measures enabling natural persons to understand the
capacities and limitations of the high-risk Al system, to monitor its operation, and to intervene or interrupt its
operation as necessary. In the investigative context, the HRbD Framework implements three oversight
modalities: Human-in-the-Loop (HITL) for high-consequence decisions where every Al output is reviewed by
a qualified analyst before action; Human-on-the-Loop (HOTL) for monitoring operations where Al operates
autonomously but human oversight can intervene when anomalies are detected; and Human-in-Command
(HIC) for strategic decisions where humans define objectives, boundaries, and acceptable parameters while
Al executes within those constraints.

The allocation of oversight modality depends on consequence severity: HITL is mandatory for any Al output
that will directly inform evidentiary conclusions presented to courts; HOTL is acceptable for routine screening
and monitoring operations where false positives are triaged by subsequent human review; HIC is appropriate
for system configuration and parameter setting that defines the scope of Al operations. No Al system may
operate in the investigative context without at least HOTL oversight, and no Al-generated conclusion may be
presented as evidence without HITL validation.
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5.5 Automated Decision-Making Prohibitions

GDPR Article 22 provides that data subjects have the right not to be subject to a decision based solely on
automated processing which produces legal effects or similarly significantly affects them. In the
investigative context, this prohibition means that Al systems cannot autonomously make decisions to:
escalate intelligence to law enforcement; file suspicious activity reports; freeze assets or terminate
business relationships; or identify individuals as investigation targets. All such decisions require
meaningful human involvement, not merely rubber-stamping of automated outputs.

5.6 Al Model Governance

The HRbD Framework establishes comprehensive Al model governance comprising: (i) Model Registry
documenting all Al systems deployed in investigative operations with version control, validation records,
and performance metrics; (ii) Training Data Governance ensuring training datasets are documented,
assessed for bias, and maintained under change control; (iii) Validation and Testing Protocols including
adversarial testing, red-team exercises, and performance assessment across demographic subgroups; (iv)
Deployment Authorization requiring sign-off from both the investigation function and an independent Al
ethics function; (v) Performance Monitoring through continuous tracking of accuracy, false
positive/negative rates, and output distribution; and (vi) Retirement Protocols for decommissioning Al
systems that no longer meet performance or compliance standards.

5.7 Accountability Framework

Accountability for Al-assisted investigations requires clear assignment of responsibility at each level: the
Al developer is accountable for system design, training, and documented capabilities; the deploying
organization is accountable for appropriate deployment, configuration, and oversight; the operating
analyst is accountable for proper use, validation of outputs, and correct interpretation; and the authorizing
officer is accountable for decisions made on the basis of Al-assisted analysis. The HRbD Framework
prohibits diffusion of responsibility where no identifiable human bears accountability for decisions
affecting individuals on the basis of Al processing.

6. The Human Rights by Design (HRbD) Framework
6.1 Conceptual Foundation

The HRbD Framework synthesizes two established paradigms: Privacy by Design (PbD), formalized by
Cavoukian (2009) and codified in GDPR Article 25, and Human Rights Due Diligence (HRDD),
established by the UN Guiding Principles on Business and Human Rights (2011) and operationalized
through the EU Corporate Sustainability Due Diligence Directive (2024). PbD provides the architectural
principle: privacy protection must be proactive, embedded as default, and integrated into design rather
than added as an afterthought. HRDD provides the institutional principle: corporations must identify,
prevent, mitigate, and account for adverse human rights impacts of their operations, including
investigative operations that process personal data.

The synthesis produces a new paradigm: Human Rights by Design requires that investigation architectures
embed technical mechanisms ensuring that no human rights violation can occur as a consequence of
investigative operations, not because investigators choose to respect rights, but because the system
architecture makes violation technically impossible. This represents a paradigm shift from trust-based to
trustless privacy protection: investigators are not trusted to handle data responsibly; the architecture
prevents irresponsible handling regardless of investigator intent.
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6.2 Seven Principles of Human Rights by Design in Investigations

« Principle 1 - Proactive Prevention: The investigation architecture must prevent privacy violations
before they occur through technical controls, not merely detect and remediate them afterwards.
Homomorphic encryption, SMPC, and access controls make unauthorized data exposure
architecturally impossible.

« Principle 2 - Privacy as Default: Every data element collected in an investigation is encrypted,
pseudonymized, or masked by default. Raw personal data is never accessible without explicit,
authorized, logged, and justified decryption events.

* Principle 3 - Embedded Minimization: Technical mechanisms enforce data minimization at
collection, ensuring that only data meeting pre-defined relevance criteria passes into the
investigation system. Irrelevant data is filtered, masked, or discarded at ingestion.

» Principle 4 - Full Lifecycle Protection: Privacy-preserving mechanisms operate from initial
collection through analysis, sharing, presentation, retention, and eventual destruction. No phase of
the evidence lifecycle operates on unprotected data.

« Principle 5 - Transparency and Accountability: Every processing operation is logged on the
evidence blockchain, creating an immutable record that can be presented to courts, regulators,
oversight bodies, and data subjects demonstrating complete accountability for all investigative
data handling.

« Principle 6 - Human Rights Proportionality: Automated proportionality assessment gates every
escalation in data access level, ensuring that the intrusiveness of investigative technique is
mathematically proportionate to the severity of suspected conduct and the strength of existing
evidence.

« Principle 7 - Judicial Verifiability: Every privacy-preserving mechanism produces outputs that are
independently verifiable by judicial officers, expert witnesses, and defence counsel, ensuring that
privacy-preserving investigation does not create evidentiary opacity incompatible with the right
to fair trial.

6.3 Data Protection Impact Assessment for Intelligence Operations

GDPR Article 35 mandates Data Protection Impact Assessments (DPIAs) for processing likely to result in a
high risk to the rights and freedoms of natural persons, specifically including systematic monitoring of publicly
accessible areas (Article 35(3)(c)) and processing of data relating to criminal convictions and offences (Article
10). The HRbD Framework implements automated DPIA generation: when an intelligence requirement is
registered in the system, the automated workflow generates a structured DPIA document identifying: the
nature, scope, context, and purposes of the proposed processing; the necessity and proportionality of the
processing; the risks to data subjects; and the measures (including PETS) envisaged to address those risks.

6.4 Proportionality Calculus

The HRbD Framework implements an automated proportionality assessment at each access escalation
point. The calculus computes a Proportionality Index (PI) based on: (i) Severity Factor (SF): assessed
severity of the suspected conduct on a standardized scale; (ii) Evidence Strength Factor (ESF): strength
of existing evidence supporting the suspicion; (iii) Intrusiveness Factor (IF): degree of privacy intrusion
represented by the proposed technique; (iv) Necessity Factor (NF): whether less intrusive alternatives
could achieve the investigative objective; and (v) Safeguard Factor (SGF): strength of privacy-preserving
measures applied to the proposed technique. Access escalation is permitted only when Pl = (SF x ESF x
NF x SGF) / IF exceeds the jurisdictionally-calibrated threshold.
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6.5 Minimization-by-Architecture

Rather than relying on investigator discipline to implement data minimization, the HRbD Framework
enforces minimization through technical architecture: (i) Field-level access controls ensure that
investigators can only access data fields relevant to their specific analytical task; (ii) Automated masking
engines obscure non-relevant personal data fields at ingestion before any analyst access; (iii) Time-limited
access tokens expire automatically, preventing indefinite retention of decrypted data; (iv) Query-level
minimization returns only records meeting relevance criteria rather than providing analysts with bulk
dataset access; and (v) Derivative data minimization ensures that analytical outputs contain only
conclusions and supporting evidence references, not the full datasets from which conclusions were
derived.

6.6 Purpose Limitation Through Cryptographic Access Controls

Traditional purpose limitation relies on policy compliance: investigators are instructed not to use data for
unauthorized purposes. The HRbD Framework implements purpose limitation through Attribute-Based
Encryption (ABE): data is encrypted such that decryption is only possible by holders of credentials
matching predefined attributes (investigation type, authorization level, jurisdiction, time window). Data
collected for fraud investigation cannot be decrypted by terrorism investigation credentials, and data
authorized for analysis cannot be decrypted by credentials limited to storage and preservation. Purpose
limitation becomes a mathematical guarantee rather than a policy aspiration.

6.7 Right to Explanation in Al-Assisted Investigations

Where Al systems contribute to investigative conclusions that affect individuals (identification as
suspects, escalation to law enforcement, asset freezing, relationship termination), the HRbD Framework
implements a Right to Explanation Protocol: (i) Automated generation of human-readable explanations
for all Al outputs used in consequential decisions; (ii) Counterfactual explanations documenting what
would have needed to be different for the Al to reach a different conclusion; (iii) Feature attribution
explaining which input factors most influenced the Al output; and (iv) Confidence documentation
quantifying the Al system certainty level and known limitations relevant to the specific case. These
explanations are preserved on the evidence blockchain and available for judicial review, regulatory
examination, and subject access requests.

7. Ethical Data Handling During Investigation Lifecycle
7.1 Collection Phase: Privacy-First Acquisition

The collection phase implements Privacy-First Acquisition protocols: all data collected from
OSINT/SOCMINT sources is immediately encrypted using the investigation-specific public key before
any human analyst access. Collection tools are configured to apply field-level masking at point of capture,
obscuring non-relevant personal data fields (family information, health data, political opinions) based on
pre-defined relevance schemas mapped to the intelligence requirement. Blockchain anchoring occurs at
the moment of collection, establishing immutable provenance. The collector never sees raw personal data:
the tool captures, encrypts, masks, hashes, and stores in a single automated workflow.

7.2 Storage Phase: Encrypted-at-Rest with Jurisdictional Key Management

All investigative data is stored encrypted-at-rest using AES-256-GCM with jurisdiction-specific key
management. Keys are held in Hardware Security Modules (HSMs) located within the jurisdiction whose
law governs the stored data, ensuring that data localization requirements are satisfied at the cryptographic
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level: even if encrypted data transits through other jurisdictions, it cannot be decrypted outside the
authorizing jurisdiction. Key management implements multi-party control: no single individual can
authorize decryption; a minimum of two authorized persons from different organizational functions
(investigation and compliance) must approve each decryption event.

7.3 Analysis Phase: Computation on Protected Data

Analytical processing employs privacy-preserving computation methods selected based on the analytical
requirement: homomorphic encryption for queries and pattern matching; secure multi-party computation
for cross-jurisdictional correlation; differential privacy for statistical and trend analysis; and federated
learning for model training across distributed datasets. Analysts work with encrypted data,
pseudonymized identifiers, and privacy-preserving query results. Re-identification is a separately
authorized event requiring documented justification, multi-party approval, and blockchain-logged access
with time-limited tokens that expire automatically.

7.4 Sharing Phase: Cross-Border Transfer Using PETs

Cross-border evidence sharing employs privacy-enhancing technologies to satisfy conflicting transfer
restrictions: secure multi-party computation enables joint analysis without actual data transfer; zero-
knowledge proofs enable demonstration of evidentiary facts to foreign authorities without revealing
underlying personal data; homomorphic encryption enables foreign analysts to execute queries on
encrypted data held in the originating jurisdiction; and differential privacy enables sharing of statistical
analysis results without individual-level data exposure. Where physical evidence transfer is legally
required (e.g., for MLAT compliance), transfer packages contain only the minimum personal data
necessary for the specific legal process, with all non-essential fields masked or pseudonymized.

7.5 Presentation Phase: Selective Disclosure

Judicial presentation of evidence employs selective disclosure protocols: the evidence package presented
to the court contains only the specific facts relevant to the matters in issue, with all non-relevant personal
data of third parties permanently masked. Zero-knowledge proofs enable the prosecution to demonstrate
that certain facts are established by the evidence without revealing the evidence itself where privacy of
non-parties is at stake. Blockchain provenance certificates accompany all evidence, providing the court
with independently-verifiable proof of integrity, custody, and compliance without requiring extensive
testimonial chain-of-custody evidence.

7.6 Retention and Destruction

Automated lifecycle management enforces retention periods defined at collection based on the applicable
legal requirements. Smart contracts on the evidence blockchain trigger automated destruction alerts when
retention periods expire. Where evidence relates to ongoing proceedings, litigation holds override
automated destruction through documented exceptions linked to specific case references. Upon case
conclusion, all evidence not required for appeal or regulatory retention is cryptographically destroyed
through secure key deletion: the encrypted data remains but is permanently irrecoverable. The blockchain
records the destruction event, providing proof of compliance with deletion obligations.

7.7 Breach Response

Despite privacy-preserving architecture, the HRbD Framework addresses breach scenarios: (i) Encryption
breach (quantum computing threat): post-quantum cryptography migration pathway with proactive re-
encryption of stored evidence using quantum-resistant algorithms; (ii) Key compromise: immediate key
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rotation, impact assessment of potentially exposed data, and notification obligations under applicable
breach notification laws (GDPR Article 33/34, CCPA s.1798.150); (iii) Blockchain integrity attack:
detection through consensus monitoring, isolation of compromised nodes, and evidence re-anchoring
through alternative timestamping mechanisms; (iv) Insider threat: multi-party access controls limit
exposure from any single compromised credential; and (v) Investigation data leak: forensic audit through
blockchain records identifying all access events, enabling rapid identification of the source and scope of
compromise.

8. Transnational Implementation for Distributed Corporates
8.1 Multi-Jurisdictional Data Localization Compliance

The HRbD Framework resolves data localization conflicts through cryptographic localization: personal
data remains encrypted within the jurisdiction requiring localization, with processing occurring through
privacy-preserving computation that never moves raw data across borders. The framework satisfies:
Russia Federal Law 242-FZ (data localization) by maintaining encrypted storage on Russian territory;
China PIPL cross-border assessment requirements by eliminating cross-border personal data transfer;
India DPDPA provisions by maintaining processing within Indian infrastructure; and EU GDPR Chapter
V by ensuring that investigative analysis of EU personal data occurs within the EU or in adequate
jurisdictions, with only non-personal analytical outputs (encrypted, anonymized, or statistical) shared
externally.

8.2 Federated Investigation Architecture

The federated architecture deploys investigation nodes in each jurisdiction of operation, each capable of
independent collection, preservation, and analysis of local OSINT/SOCMINT data. Cross-jurisdictional
intelligence products are generated through SMPC protocols connecting the nodes without raw data
transfer. A central coordination function manages the federated infrastructure, distributing intelligence
requirements to appropriate nodes and aggregating analytical outputs, but never centralizing raw personal
data. This architecture maps directly to the organizational structure of geographically distributed
corporates, with investigation teams in each region operating on local data while contributing to global
analytical products.

8.3 Cross-Border Evidence Without Raw Data Transfer

When evidence must be shared between jurisdictions for formal legal proceedings, the HRbD Framework
implements: (i) zero-knowledge evidence certificates proving factual propositions derived from evidence
without transferring the evidence itself; (ii) encrypted evidence packages transferred under MLAT
authority with decryption keys provided separately through diplomatic channels; (iii) remote access
arrangements where foreign authorities query encrypted evidence held in the originating jurisdiction
through privacy-preserving computation interfaces; and (iv) aggregated evidence summaries satisfying
the specificity requirements of MLAT requests without transferring bulk personal data.

8.4 MLAT-Compatible Privacy-Preserving Evidence

MLAT requests traditionally assume that evidence will be physically transferred between jurisdictions.
The HRbD Framework proposes MLAT-compatible privacy-preserving alternatives: blockchain
provenance certificates replacing traditional chain-of-custody attestations; zero-knowledge proofs
supplementing (or in some cases replacing) raw evidence transfer; secure computation interfaces enabling
requesting state analysts to query evidence held by the requested state without physical transfer; and
selective disclosure packages containing only the specific evidence elements described in the MLAT
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request, with all non-responsive personal data masked. These alternatives require updating of MLAT
implementation guidance by central authorities, which the paper recommends through proposed model
protocols.

8.5 Regulatory Notification with Minimized Disclosure

Regulatory notifications (SARs, sanctions reports, modern slavery disclosures) traditionally require
submission of personal data to regulatory authorities. The HRbD Framework implements minimized
disclosure protocols: only the minimum personal data required by the specific regulatory filing obligation
is included in notifications, with all additional investigation data retained under privacy-preserving
controls. Where regulators require access to supporting evidence beyond the notification, the HRbD
architecture enables regulator access through privacy-preserving query interfaces rather than bulk data
transfer, satisfying both the regulatory access requirement and the data minimization obligation
simultaneously.

9. Judicial Innovation: Courts Adapting to Privacy-Preserving Evidence
9.1 Judicial Literacy in Cryptographic Evidence

The effective evaluation of privacy-preserving evidence requires judicial literacy in cryptographic
concepts. The HRbD Framework proposes mandatory judicial education programmes covering: the
concept of cryptographic proof (mathematical certainty vs. testimonial credibility); blockchain
provenance verification (how courts can independently verify evidence integrity); zero-knowledge proof
evaluation (understanding what is proven and what limitations exist); and homomorphic computation
verification (confirming that analytical results correspond to operations on authentic encrypted data).
Without such literacy, courts risk either uncritical acceptance of technologically-obscured evidence or
blanket rejection of legitimate privacy-preserving methods.

9.2 Blockchain Evidence Admissibility

The paper proposes Model Rules for blockchain evidence admissibility: (i) a blockchain record creates a
rebuttable presumption of the facts recorded therein (existence, timestamp, integrity); (ii) the presumption is
rebutted only by evidence demonstrating compromise of the blockchain consensus mechanism or the
cryptographic primitives employed,; (iii) expert testimony explaining blockchain mechanism is admissible to
assist the trier of fact; and (iv) the court may take judicial notice of the integrity properties of recognized public
blockchains. These Model Rules are designed for adoption across common law, civil law, and international
tribunal frameworks.

9.3 Al-Generated Evidence Standards

The HRbD Framework proposes judicial standards for Al-generated evidence: (i) Al outputs are admissible
as expert opinion evidence where the Al system has been validated to a standard equivalent to human expert
qualification; (ii) the deploying party must disclose the Al system identity, version, training data provenance,
known limitations, and validation results; (iii) the opposing party has the right to examine the Al system
through appointed technical experts; (iv) the court must be satisfied that meaningful human oversight was
exercised over the Al output before reliance; and (v) Al outputs carry a reliability weight proportionate to the
validation evidence presented, not an inherent presumption of accuracy.

9.4 Remote and Encrypted Testimony

Privacy-preserving investigation may require witness testimony regarding encrypted evidence. The HRbD
Framework proposes mechanisms for: encrypted testimony where witnesses testify about facts derived
from encrypted analysis without revealing underlying personal data of non-parties; remote cross-
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jurisdictional testimony through secure video links meeting authentication and identification standards;
and expert testimony on privacy-preserving methods explaining to the court how specific analytical results
were derived from protected data while maintaining the privacy guarantees that prevent underlying data
exposure.

9.5 Proposed Model Rules

The paper proposes a comprehensive set of Model Rules for Privacy-Preserving Digital Evidence suitable
for adoption by national legislatures or international bodies: Rule 1 (Admissibility): Privacy-preserving
evidence is admissible subject to standard relevance and reliability criteria; privacy-preservation is not a
ground for exclusion. Rule 2 (Authentication): Cryptographic proof of integrity satisfies authentication
requirements. Rule 3 (Best Evidence): Encrypted or privacy-preserved evidence constitutes original
evidence, not a copy or secondary evidence. Rule 4 (Transparency): Parties must disclose the privacy-
preserving methods employed and make technical documentation available. Rule 5 (Verification): Courts
may appoint independent technical experts to verify cryptographic claims.

10. Challenges, Limitations, and Risk Analysis

Key challenges include: (i) Computational overhead of fully homomorphic encryption remains prohibitive
for real-time analytics, requiring hybrid approaches combining FHE for sensitive operations with
traditional processing for non-sensitive data; (ii) Judicial unfamiliarity with cryptographic evidence may
lead to conservative exclusion pending education and precedent development; (iii) Interoperability across
heterogeneous corporate systems requires standardization of privacy-preserving computation interfaces
not yet achieved; (iv) Adversarial attacks including timing attacks on SMPC protocols, model inversion
attacks on federated learning, and reconstruction attacks on differentially private outputs require ongoing
security research; and (v) Regulatory uncertainty regarding whether privacy-preserved data remains
personal data under GDPR (particularly the pseudonymization classification debate) creates compliance
ambiguity.

11. Recommendations and Future Directions
11.1 For International Organizations

« UNODC should develop a Model Law on Privacy-Preserving Digital Investigation establishing
international minimum standards for PET deployment in cybercrime investigation.

* UNICRI should establish a Centre of Excellence for Privacy-Preserving Investigation
Technologies providing technical assistance to developing nations.

« The Hague Conference should develop a protocol on cross-border privacy-preserving evidence
sharing supplementing existing Mutual Legal Assistance frameworks.

11.2 For National Legislators

» Enact legislation recognizing blockchain-authenticated evidence as satisfying traditional
authentication requirements without additional testimonial foundation.

« Clarify the legal status of homomorphically encrypted processing under data protection law,
confirming that computation on encrypted data constitutes lawful processing.

» Establish judicial education mandates ensuring that judges evaluating digital evidence possess
baseline competency in privacy-preserving technologies.
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11.3 For Multinational Corporates

« Invest in privacy-preserving investigation infrastructure as a strategic compliance asset,
recognizing that PET deployment reduces regulatory risk across all operating jurisdictions
simultaneously.

« Implement blockchain-based evidence management for all corporate investigation activities,
establishing immutable audit trails that satisfy regulatory examination requirements.

» Establish Al governance boards with independent ethical oversight of all Al systems deployed in
investigative operations.

11.4 For the Judiciary

» Develop judicial protocols for evaluating cryptographic evidence, including appointment of court-
appointed technical assessors for complex cases.

 Issue practice directions recognizing blockchain provenance certificates as admissible evidence of
chain of custody without requiring testimonial foundation.

« Participate in international judicial networks sharing best practices for privacy-preserving
evidence evaluation.

11.5 Future Research

» Post-quantum cryptography migration pathways for evidence systems currently protected by
classical algorithms.

« Empirical studies comparing the evidentiary weight assigned to blockchain-authenticated versus
traditionally-authenticated digital evidence across jurisdictions.

« Development of standardized privacy-preserving computation interfaces enabling interoperability
between corporate, law enforcement, and judicial systems.

12. Conclusion

This paper has demonstrated that the traditional paradigm of Privacy as Procedural Constraint is both
legally inadequate and technically unnecessary in the contemporary investigation environment. The
Human Rights by Design (HRbD) Framework reconceptualizes the relationship between investigation
and privacy, demonstrating that privacy-preserving technologies can be architecturally embedded into
every phase of the OSINT/SOCMINT investigation lifecycle without compromising investigative
effectiveness.

The technical demonstration is clear: homomorphic encryption enables analytical computation without
data exposure; pseudonymization and masking protect non-essential identifiers without preventing
analysis; secure multi-party computation enables cross-border collaboration without data transfer; zero-
knowledge proofs enable evidentiary demonstration without underlying data revelation; blockchain
provides mathematically-assured evidence integrity without reliance on human testimony; and federated
learning enables distributed pattern detection without data centralization. These are not theoretical
propositions but deployed technologies with demonstrated operational viability.

The legal imperative is equally clear: GDPR Article 25 mandates data protection by design; the EU Al
Act requires comprehensive governance of investigative Al; the UN Cybercrime Convention requires
human rights safeguards in investigation powers; and international human rights law demands that privacy
interference be minimized to what is strictly necessary. The HRbD Framework provides the technical
architecture satisfying all these requirements simultaneously, resolving the regulatory collisions that
conventional procedural approaches cannot address for multinational operations.
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The judicial innovation dimension completes the framework: privacy-preserving investigation is only
viable if courts can evaluate and admit evidence produced through cryptographic methods. The proposed
Model Rules, blockchain admissibility standards, and Al evidence evaluation frameworks provide the
judicial infrastructure necessary for this paradigm shift. As blockchain evidence gains recognition across
jurisdictions (China, Italy, Vermont, and increasingly others), the judicial dimension is evolving in
parallel with the technical and legal dimensions.

The central conclusion is this: privacy-preserving investigation is not a compromise between investigative
effectiveness and rights protection. It is the simultaneous optimization of both objectives. The HRbD
Framework demonstrates that corporations can investigate more effectively (with mathematically-assured
evidence integrity, automated compliance, and seamless cross-border collaboration) while simultaneously
achieving higher privacy protection (with technical enforcement of minimization, purpose limitation, and
proportionality) than any procedural-constraint approach can deliver. Human Rights by Design is not
merely an ethical aspiration; it is the technically superior, legally mandated, and judicially recognizable
future of digital investigation.

References

1. Cavoukian, A. (2009) Privacy by Design: The 7 Foundational Principles. Toronto: Information
and Privacy Commissioner of Ontario.

2. Council of Europe (2001) Convention on Cybercrime (Budapest Convention), ETS No. 185.

3. Dwork, C. (2006) Differential Privacy. In: Bugliesi, M. et al. (eds) Automata, Languages and
Programming. ICALP 2006. Lecture Notes in Computer Science, vol 4052. Berlin: Springer, pp.
1-12.

4. European Parliament and Council (2016) Regulation (EU) 2016/679 (General Data Protection
Regulation). OJ L 119/1.

5. European Parliament and Council (2024) Regulation (EU) 2024/1689 (Artificial Intelligence Act).
OJ L 2024/1689.

6. Gentry, C. (2009) Fully Homomorphic Encryption Using Ideal Lattices. In: Proceedings of the
41st Annual ACM Symposium on Theory of Computing (STOC). New York: ACM, pp. 169-178.

7. Hangzhou Internet Court (2018) First Instance Civil Judgment, Case No. (2018) Zhe 0192 Min
Chu 81.

8. National Institute of Standards and Technology (2023) Al Risk Management Framework (Al RMF
1.0). NIST Al 100-1. Gaithersburg: NIST.

9. OECD (2019) Recommendation of the Council on Artificial Intelligence, OECD/LEGAL/0449.

10. Roman Zakharov v. Russia [2015] ECHR 1065 (Grand Chamber, Application No. 47143/06).

11. UNESCO (2021) Recommendation on the Ethics of Artificial Intelligence. Paris: UNESCO.

12. United Nations (2011) Guiding Principles on Business and Human Rights, A/HRC/17/31.

13. United Nations General Assembly (2024) Resolution 79/243, United Nations Convention against
Cybercrime.

14. United Nations Human Rights Committee (1988) General Comment No. 16: Article 17 (Right to
Privacy).

IJESTI 6 (8) https://doi.org/10.31426/ijesti.2026.6.8.6612 33


http://www.ijesti.com/

