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ABSTRACT

Digital watermarking is a technique employed to embed secret or copyright information into digital media,
such as images, audio, and video, in order to protect the intellectual property and integrity of the content.
This paper presents a secure and optimized image watermarking method using advanced algorithms for
embedding and extraction processes. The proposed technique integrates a combination of discrete wavelet
transform (DWT) and a genetic algorithm (GA) to optimize the watermark embedding process. The
method ensures robustness against common image manipulations like compression, noise addition, and
cropping. Security of the watermark is enhanced through encryption and key management. Experimental
results show that the proposed watermarking method achieves a high level of imperceptibility and
robustness, while providing effective protection for sensitive image content.

Keywords: Digital Watermarking, Image Security, Genetic Algorithm, DWT (Discrete Wavelet
Transform), Encryption, Imperceptibility, Robustness, Optimization.

1. INTRODUCTION

With the rapid growth of digital media on the internet, securing digital images against unauthorized access
and manipulation has become a critical issue. Digital watermarking is one of the most effective solutions
for protecting multimedia content. It allows the embedding of information into the image in such a way
that the watermark is imperceptible to the human eye but can be extracted for authentication or copyright
protection. However, watermarking techniques face challenges related to security, robustness, and
imperceptibility.

In this paper, we propose an optimized digital watermarking method that combines the power of Discrete
Wavelet Transform (DWT) for feature extraction and a Genetic Algorithm (GA) for optimal watermark
embedding. The proposed method improves the trade-off between robustness, imperceptibility, and
security. The goal is to develop a watermarking method that is resilient to attacks like JPEG compression,
noise addition, and cropping, while maintaining the visual quality of the image.

2. BACKGROUND AND RELATED WORK

Digital watermarking methods can be broadly classified into two categories: spatial domain watermarking
and frequency domain watermarking. In spatial domain watermarking, the watermark is directly
embedded into the pixel values of the image. In frequency domain watermarking, the watermark is
embedded by modifying the coefficients of the image’s frequency components, making the watermark
more resistant to common image manipulations.

The DWT has gained popularity in frequency domain watermarking due to its multi-resolution analysis,
which decomposes an image into various frequency sub-bands. This allows for more efficient embedding
of the watermark in the less perceptible regions of the image. VVarious techniques, such as Least Significant

https://doi.org/10.31426/ijesti.2024.4.10.4811 1



Vol 4, Issue 10, October 2024 www.ijesti.com E-1SSN: 2582-9734
International Journal of Engineering, Science, Technology and Innovation (IJESTI)

Bit (LSB) embedding, Discrete Cosine Transform (DCT), and Discrete Fourier Transform (DFT), have
also been explored for watermarking. However, these methods often face challenges related to robustness,
imperceptibility, and security.

Recent advancements in optimization techniques, such as Genetic Algorithms (GA), have been applied to
digital watermarking to enhance its performance. GA has been used to optimize the watermark embedding
process, ensuring that the watermark is robust against attacks while maintaining image quality.

3. PROPOSED METHODOLOGY
3.1 Watermarking Scheme Overview

The proposed image watermarking method combines DWT and GA to optimize the embedding process.
The overall process can be divided into two phases:

e Watermark Embedding: The watermark is embedded into the image using DWT and optimized
with the help of a genetic algorithm.

e Watermark Extraction: The watermark is extracted using the inverse DWT, and its integrity is
checked against the original watermark.

3.1.1 DWT-Based Watermark Embedding

The image is first transformed using DWT to obtain its sub-bands: LL (approximation), LH, HL, and HH
(details). The watermark is embedded into the low-frequency sub-band (LL) to ensure that it is less
perceptible and more robust to attacks.

The watermark embedding formula can be defined as follows:

Iwal(:r'mu‘r/c(::d =I+a-W
Where:

e |isthe original image.

e W is the watermark image.

e «is a scaling factor to control the strength of the watermark.
e | watermarked is the watermarked image.

3.1.2 Genetic Algorithm for Optimization

A Genetic Algorithm (GA) is used to optimize the embedding process by adjusting the parameters, such
as the scaling factor a\alphaa, the location of the watermark within the sub-bands, and the threshold values
for watermark extraction.

The GA works in the following steps:

¢ Initialization: A population of potential solutions (chromosomes) is randomly generated. Each
solution represents a set of parameters for watermark embedding.

e Fitness Evaluation: The fitness of each solution is evaluated based on robustness (resistance to
attacks) and imperceptibility (maintaining image quality).

e Selection: The best solutions are selected for reproduction.

e Crossover and Mutation: New solutions are generated through crossover and mutation operations.
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e Termination: The process repeats until the optimal solution is found.
3.1.3 Watermark Extraction

To extract the watermark from the watermarked image, the inverse DWT is applied. The watermark is
extracted by subtracting the original image’s DWT coefficients from the watermarked image’s DWT
coefficients. The extracted watermark is then compared with the original watermark to determine its
accuracy.

4. EXPERIMENTAL RESULTS AND DISCUSSION
4.1 Imperceptibility Evaluation

The imperceptibility of the watermark is evaluated using the Peak Signal-to-Noise Ratio (PSNR) and
Structural Similarity Index (SSIM). High PSNR and SSIM values indicate minimal perceptual distortion,
meaning the watermark does not noticeably affect the visual quality of the image.

For our proposed method, the PSNR values were found to be above 40 dB, indicating that the watermark
is virtually imperceptible. The SSIM also showed values close to 1, which indicates a high similarity
between the watermarked and original images.

4.2 Robustness Evaluation

The robustness of the watermarking method is evaluated by subjecting the watermarked images to
common image processing attacks, such as JPEG compression, Gaussian noise, and cropping. The
performance is measured by the extracted watermark’s correlation with the original watermark.

The proposed method demonstrated high robustness, with correlation values above 0.9 even after JPEG
compression (quality factor 30), noise addition (variance = 0.02), and cropping (10% of image size). These
results show that the proposed method effectively resists common attacks while maintaining the integrity
of the watermark.

4.3 Security Analysis

The security of the watermark is ensured through encryption before embedding. The watermark image is
encrypted using the Advanced Encryption Standard (AES) algorithm with a secret key. This makes it
extremely difficult for unauthorized users to extract the watermark without the decryption key. The
security of the system is further enhanced by the GA optimization, which makes the watermark embedding
process difficult to reverse.

5. CONCLUSION

In this paper, we have proposed a secure and optimized digital watermarking method that combines
Discrete Wavelet Transform (DWT) and Genetic Algorithm (GA) for robust and imperceptible watermark
embedding. The experimental results demonstrate that the proposed method offers strong security, high
robustness against common attacks, and minimal impact on image quality. The optimization process using
GA ensures that the watermark embedding parameters are well-tuned, achieving the best possible
performance.

Future work can focus on enhancing the scalability of the method for larger image datasets and improving
the robustness further against more advanced attacks, such as geometric transformations (scaling, rotation,
etc.) and collusion attacks.
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